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(57) Abstract: An information recording/reproducing apparatus and method for storing in a record medium a content encrypted by 
selectively using a key renewal block (KRB) of the latest version, and for storing in the record medium KRBs of dift'erent generations 
and versions. When the latest KKB is detected, the latest KRB is stored in a memory of the recording/reproducing apparatus. In 
order to store a content in a record medium, the available latest KRB is detected from among the KRBs recorded in the memory of 
the recording/reproducing apparatus and in the record medium, and an enciyption key, for example, a medium key is acquired to 
encrypt the content. As a result, an encrypted content encrypted by use of the KRB of the latest version can be always stored in a 
record medium. 
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^mmi±. mmmmmm. m$m&mm. mmmm:^^. mmM^:^m. et-^ 
mm^-mm:^^. RTfmnmmmits 3ev^::n>^^i-<?7 7•D^^A{;:g5b^ 

© Pt® fiiJ HiBfi ^ & ffi -c X' ;^ ^ - - § (i ^ X 5^ df- - % © ^ 
J5 «f L ^ - ^ ffl v^ jfe Bt ^^b ^ W i: b }fc «^ i:: M -r S o 

Re±-r^:5^^i: bt. SCMS(Serial Copy Management System) A^jsRffl ^ tiT 
■l-STT^-f e^'^^lz-f >i?:7x-^ (DIF) Is^^mtiX.. x-^tBMl3i5V>T. 
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i»zitr-7U- (copy free) ©5^-^ T-fe S 1 mtzi^^i tixi,^ ^ 

(copy once allowed) y'-^X;^^*^. l^-;i)S«Jh$nTV^S (copy pr 

ohibited) ^-d^t-$,§iP^ig-r«-^T-feSo ^^~3^B&mm^z^\.^r. bif^ 

CUSm^^^tUT^. ^LX. SCMSfS^A^ z/tf-7U- (copy free) t 

^ji^x^^^m-^izit. x^T^-^ § s cMsm^hti)izK-y'^>^'!Piz 

mmt^o tfc. SCMSm^ifi. 3 if-^ l ^©j^fppj (copy once allowed) 
i:^^oT^^^:^^{ctt. S CM S«-#^r7 i^-l^jt (copy prohibited) ic^ML 
^-y'^Ti-y^-^tt^iz, ^-y'^:^^izmut^o ^^iz. SCMSft 
^As. ntf-^ih (copy prohibited) V^ ^il^t fi, ^ tTt^-^ 

®iB^^^ft):fe^/^o ^ <D X o tj: s CMS ^mmi^tzmm^ntjio iitx. ^-y^ 
x$>^rzisb^ s cMS0^J^®^^^T-r-5a^s^^fe«^v^^::l7^^;^^a^;{^au3|g 

ri>^>^;/ • :^^^>:r;i'S^;:^5^AT-tt. D VD-ROM(Read Only Memory) 
IZ, ^y':ty'-'^^:t-y'^:ty'S^mifim^<t:^tLXmmi^nx^y). ^©Hf 

R0M{3|3^$nfcBg-^^b7^-^^«^-r^Ci:tCd;»). DVD-ROMA^ ^,11 
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A^^-ei*s ^-Y Hr >;:^Ilt^3^^^tl•5lfe#<£^/feL■r^^35:^^D VD 

bA^b:&A5f,^ DVD-ROM T'tiffl ^ tlT t/^i>n>7^>^>' • y)V i/ 

^ fejE^ ^d:^g RTt^^s ^^ i) c i: d^r- ^ T 

b S -5 o 

^'d-e. ^ttiJUAtts :$fe®#fFttlii> 1 1 - 2 2 4 4 6.1-^(&^.(#0 

¥10-25310^) t3:feHN-C> 'li'J? ©aB^i«#:^il^SiJ-r ^ fe 46® tf^ (J-ilTx 

i.a^?&iimbfeo 

WMm^m\-^m^o:>m{^mzm^^\<Dm>if^^x\,^^tz^. =y ^ ^y7.-^^\-yx\^ 

l3^^«#:J3^MbfcJ: btt. -^^ J; a t3 btf^^^ tifeSB^^f*:l3E3^$tLfe 
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•2) (c „ 

om^izMLxi^m(D^:^^-^-~:^^^-r^ar)i^^ i^cDm^xmm^nrzm 

^ ^^fl^T- ^ ^ T- ^ § o 

^I^:A^T-§Tb*^^. s^:;^5^A^^;&s^^-ri,o ctL:&BS<-fefe{c{i. ^^m^ 

*'^m:^tix-^:^^-^—i^MM\.rzztifimM\.rzm'^. ^^^~^~^mtz 

-•^^^^z.}ii:^,^mztii:^, zo^m^-^%Mt^-^wmf^i5^}L\.x\t.. m 
^o^m,m\zm^(Dm mtzta^T.^^-^^im^ 
(^"r ^^~-x^^\\,\.tzm-^mm,\.. un.Wk^-^^\.xmmz^^^^:t>-h^ 

^^\.x. ^^■^y'y'yy'-^(Dmmmit^<Dmm^i.<i,tmmmi^ip^(DM^\z 
^ T^-^Bmxn ^m^^^ ^{cji^L. ■txizmv^mm (#j^¥2ooo- 

1 0 5 3 2 8) trv^So iBsl^l^#-^©|B^^ u < filBl^^^*:*^ e. 

<om^\z.i}^mtsim^^^'r^rz^izBwttA^^~, mx.i^n^^(D^m (u- 
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mm-^^-^imrnVTzmm^^tS^-Wmru y (KRB: Key Renewal Bloc 

k) ^^mmmmn^mmizmm\.s ^-wmy^ ^ (krb) ^^m\^rz^m 

Aii^^mmT^. irufy-b. mm^tix\^^tj:i^\mmt(Diimm^(DM.mi^^tn 

z(Dm^xit. m^ti^nM\.rzmm^iy:^'T2^ii'^m^xn ^(Dit. 
n\^r:iy>kmzmm.-^t\.^%^u^m:i^^^x<D^x-^y). -^tiwauf^^^^g^tLfciB 
mmm^^^^x\t. mn\^'T~'^'^mmr^(Di^±m(om%^^\ik'mis.}i\yX^. 

m-r^§mm^m^pjzmmx^^m'^iffi'pu^^t\^^^mmi)^$>^o 

ai^. ^tiinmizmm^nrcimmmi^x'bs nm^titzy'-'i^ ^mMi^rcrnxm. 

fzmmmumm. mmw^mm. mmmu:^m. mnn^:&m. m-^mm^-^ 
ff;&^^ Rv^mmimmi^. Mv^izzi>\^3.~-'$/ytj^^A^mm-r^'b(DX'^ 

So 

^m^^^xm-^'mmtjinm^-^my'-^ thxmm^ti^^-mm:ru y^^i^ 
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m^^^^mj^^xi^mmmz^m^iitcwi-^y'-'^om^mmi^mn'r^y.y'y y 

n ^ h b -Cl&^l^ b T V^ S o 

h^um^. BmmmzM't^mmmm^nti:z>mm^mmmiz:^if^mmmm 
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Mm ^^^i^i^i^^m:^nrzm^y'~^ (D^-^mm^ntj^ommw^mmiz^ 

ytiy^^ RxfmmM^mmum(D^=E^jiz^m\.rz^-mmytiyy7t^i^^^ . 
'^^mM\zi.'^x^^^mm^--^^^t^xy-^i,y}L^ ^^x^tz^^^mm^ 

^j: ^mmEmmm ^v-ytLtzmm ^ u -mm ^m^t^^^-h-izmmo^^ 

^yi^o^^mm^m^i.x. mmmmzmmi- ^y'-^^ (Dm-^'ftrnmizmi.^ ^ 
^■^mmm^-owtamm^mnL. ^(DWiiiLrzm^mmm^~-^mm\.xm 
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Wbs iB^i«#:lc?^tt- i»ti#SIB^^=ff)fedti^iB^X{iS^^ffi(3fc'{:t^B&-^^ 

mmyti ^y^ifimmiu^itw^mu^m(D^^ui,zmm\^tz^-mm:ru 
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-i-'3><D^-mmy'uy^:^^tii-r^^iiiy^y-yyt. Mm^'i-i^ 3 >(D^~- 
^mm^n^:^<D.^m (u-7) izmmLrzmm(Dmmm:&^^m^K mmmi^ 
^\^<itmmmm^^\^x. ='>y'>yy'-^0mmmiii^(DBm^L<mEu . 

i.o tt^iD^. ^^mmifimm^nxmmzm^t^^fz'^^. J;D«fLv^^5^^ 

•r^~-:&mmir^rzibcD:^^mmyuy^ (KRB :Key Renewal Block) ^|3^ 

n^mmmmmmzm^^ib^^^izi-^. y^-^:^mmmmzmmT:s>miz 

it., mmn^mmit. mmm^±(D^-Wmyuy^ CKRB :Key Renewal Bl 
ock) ^^i^^^-r^KRB(D-5%mm(D<b(D^m\^^X^y'^T^~^Wiii[. 

xy^~i^o\s§^ibizmm\.s ^rz^(Dmm(DKRBmmmi^±izittj:<^mi^ 
^mLxi^^^(Dx$>tiit. ^n:§:mmmmz^mt^^oizf:i>„ 
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i>}ti?)©^ — Mff ::7"D ^ (KR B : Key Renewal Block) ^IBSiS^^ffi/b^flB^ 

g{*x iB#^#:±©-^-H«f>^D ^j; (KRB : Key Renewal Block)' 

ISJN^f ^ KRB® 5 •^ftffcD<fe©^MV^t:7i7^-f 5^^— ^^tB bXx — ^CDBt-^ 

YbtZ^M b. ^fe-e0««f©KRB}5S|B^li#:±f3?i:& < bT ^^ ^ 

^ti<&HB^^I^f*{c:tS^1-^cl;dl3-r^o 
^e>tw. *^0J®i3^S^^Btt. «fbV^KRB©|31^$^^^:^®l3^^s 33 > 
7">^3/7^-^^iB^t--5^©^!A;&:^Ts i3^j«{*:Asi3^S^^gtc^*^tt. IB 

J: t)s iB^^SE^t:^c^Si*[$t^■rv^:g,^KRB J: D 'feif bv^KRB^JtoiB^#^ 

^«{is =7>7^>ly■5^-^57^fB^b:feV^:®■^-e^^. «f b V^ K R B $§B^^#:{Cf3 
^"^^S J: 5 {3 36c t). -^KDrzisb. irbVNKRBOV-f ^b — 3 >CD?l.Jg>?)S?i < 

^®H3^*I£#:±0KRB©5 t>ftifT':^^^KRB — IB^It 

i$^±izm^iLhifim^^n^i^. iiti^oKRB^umn^mmi^m^-r^:i t 
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tr^-^-e^5^^!3«Itg:^cBi£fM^^Sj«f*:t?$,S, CD^FD. M 

mmm^^LXnyi^^^^ • rD^^A*Zl>lfa.->S^ . S/:;^7^AJZ>1' >^ 
H ® ^3 » ^ < J; D M «c IJ£ f 3 J; o T 0J e. >&: T- ^ 5 ^ o 

©SB^U{3^ffl^ni.:3F-Mir^D:y^ (KRB) ©M^^^iat'^) ?.o 

me it. mmE&mn^mmiz^i-j-:i,;Ay^^T^~-(D^~mmru^y^ (kr 

^^i!LS 1^ © Bf-^-fb^S ^ S :r D 0 "tf ^ J5 , 
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mi 1 {is ^mM(Dmmmmm^mmiz:^Bi^^^y' ^ -r^-^mrnvrzy"—^ 

(KRB) (Dy:t — -^y VM'^witmx^^o 

mi 3 {is :^mmommt's.mm^mmiz:3s\.^xmm^ti^^—wm:^riy^ 
(KRB) (o^^<Dm^-^mmir^mx%^o 

Ml 4As^^'^l 4B{i. :^mm(Dmm^mn^mm.\^^^^x^—mmy^uy 
^ (KRB) ^m.WL^mx.tzt'&mwkw. ^i^i^mmm^mim.\^^\-^^^—Mmy 
n>j//7 (KRB) (Dmrnmrn^mm-r^mx^^o 

^1 5(is :^mn(omm%^mm^mmz:ii5\-):h^-^myuv^ ckkb).© 

mi QA3.xy^mi gb}*. ■^%m<Di^mmmm^mm^^^^x^-'^m-:ru ^ 
^ (KRB) ■^^^^m\^rz%^m^%^s ^ii-a^mmcD^-w-myu^ ^ (kr 

B) ^fflv^T^^#$^^^^-l:: J^^Bt-^'fb^fefT^oT^in >5^>\y®ISM5aiS^ii 

miikt. •^mR(Dmm.ummsE.mm.\z^\-)^^-wmyu y ^ (krb) 

^1 8(i. ■^mnomm.umm^mw^zisvy ^^--^mrti y ^ (krb) ^ 

mi QA^v^mi 9Btt. ■^%m(Dmm%^mM^m.m^^^^x. umn^^m. 
{ci&^3«ibfc^-s«f:/D (krb) (D-mm^m^nm-t^mx^^o 
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112 0 Asi>-Ei2 0B{±. ^mM(Dmmmun^mm^z^l,^x. mmmmz^ 
mLfz^-mmyn (KRB) (DMmmm^mBMi- ^mx'$> ^ . 

mvrz^-wm^o^y^ (krb) (Dnmmm^mmt^mx^^^o 
m22it. ^mM(^mmtmn^^miz^if:s>^-Mm^uy^ (krb) ® 

m23it. *^BJ3©«ISs3^S^^m{3i5{t§^-Mif7-.D>>^ (KRB). 

02 4{i. ^mm<Dmmtmn^mmizi3i^ :s>^-mmyu y ^ (krb) § 
m2 eARvm2 sBit. ■^mMcommmmw^mmiztsif^y^^^n^mm 



JUT. ^mM(Dmi^mrj^mm^mm^m^m\.xmmT^o 

mx$>^. mmW^mmi 0 Oit. Aa^^j I /F (interface) l 2 O. MPEG 
(Moving Picture Experts 6roup)3-7^y^ i 3 0. A/D, D /A:n>j^^^ 
1 4 1 ^<igAfeXaj;?j I /'F( Interface) 14 0. S^^mm^m 15 0. ROM 
(Read Only Memory) 16 0. CPU(Central Processing Unit) 1 7 0. ^ ^ .j 

18 0. mmimi 9 5 ^MBmrnit-i > ^ y :c^y. (i/f) 1 9o^#l. ci 
1 1 oiz.^^xmmzi^m^tix\.^:ho 



wo 01/99332 




PCT/JPOl/05326 



15 



iz, /t;^ 1 1 O±0 7^^ i^c57;i/M-^^S«L. ^^iztHij-r^o MPEGrJ-T' 
5/ ^ 1 3 0{i. 1 1 0 ^ift-Lxm^^n^MP E G^^-^'fb^njtT'-^S' 
MPE Gt^h- h- xm:t;I/F 1 4 Ol3tti:t>-r§i:i:tl3. xmtiiyFl 
4 OA^tjtJti^^tt-Sx'f i^^;VM-^?£MPEG:ii>n~ h* UTv'^:;^ 1 1 0±l3m 
:}j-r^o Xmtll/F 1 4 0{i. A/D, D/AnV^t-^S' 1 4 1 Sl^jlU•tV^ 
§o Xt±S:^I/F 1 4 0(is Mt' ^m'^^ ^ ■=! > > y h \.X (DTi- ^ ^'m 
^^^MLs A/D, D/A3 1 4 1 T-A/D (Analog DigitaD^mt" 

§Ci:T> X LTs MP E Gn— -J^^/ ^ 1 3 0 (cai;^3-r'5 ^) 
53, MP E Gn— T^iy iJ7 1 3 0 -fy^ ^ Ot' ^ iP 'Sf )Vm^^. A/D, D/A=i>>'t 
1 4 1 T"D/A(Digital Analog)^m-r -5 CI t% T^U irm^hX^T. ^ 
g|5{Ci±S;bt-§o. 

Bg-^MS^^ 1 5 0 (^^ m^U. 1 5^ >y rcD L S I (Large Scale Integrated 
Circuit)-eafife$ti. ^^7. 110 ^^f^.b■r#^^$ § =i >7^> \y i: UTcDt^^ 

^^mm^WLi 5 ott 1 s I {zRg^■r^ ^m<Dvy h -i'^^rxtt/N- k 
^^g. ^^\4^±^WL(o^)\y—r\zt^moy'jt^ ^ — Y^—-^%^'m 

bTV^-|)o CPU17 0{*. y 1 8 0 I3i3ti$nfern^^ A^Hfr-r^il 
MPEG3-v^^;^^ 1 3 0 -^Bi-^^aS#IS 1 5 O^^rM^-TSo ^ ^ 'J 1 

8 ^^^-i^pi^ ut?> cpu i 7 o^&si^ff-rs ra^^ a^. c 

PU 1 7 OcDiijf^±ie:»^^7^-^ <&S31tf §o SB^^I£#:^ >^ -7 1 9 0 (i. 

T^-f i^^;v5^-^^H3a#^RiHg*i3^^if*i 9 b-^mmr^^hiz^K). mm 
^th^^z. ^"^xi 1 0 :£ifrbr#^^$ni)7^^ iB^^#i 9 
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y) ifi. m^it. IEEE( Institute of Electrical and Electronics Engineers)! 

^^<^i/F 1 9 o^^^n^L-riB^^^^i 9 ^\,zum (S 2 G 3) ^t^, IB^^ms - 

^y^y^^mr^iL^o. y'^i^i')\y:j>y^>y:&umi-%>rziAcDmie^t{.x. 

2^#fFtB^AT-fe S V^-:»^^:a:^^tf 5:|±}3 J: oT. 5 C D T C P (Five Co 
mpany Digital Transmission Content Protection) (likT, mn^. D T CP JiVn 
a) t^Mtb^tiXK^^ifi. il®DTCPT-(i. U-T■^^V^7^^ 

>^>^y^^M*BSKT-eii-r^^^. y^-^^miz%±^x. mmmt^mm 
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I/"F12 0tts \y 2 0 1 tr-s IEEE1394i/ U 7';u>'n';?^ UTBt-^fbr^ 

IEEE1394i^ U T;i//N'7.±<£e3^^tls gfitfJlt'tiv Bg-^ 

<feOi:-ri>o 39:*5x DTCPOMtSSfix DTLA (Digital Transmission Licensi 
ng Administrator)*^ ^^>y:t:>''^i^B i-^vn— a >( Informational Versio 

n ) ^ m -e 4) mf# rT T" ab o 

tatl I /F 1 4 Oit. rS 2 2 1 {::^5l^t^ ■e©T:^D1^^3>7^>»;/<^§ 

Mb. J^T^'^/y^S 2 2 2 A/D, D / A n >>''x--^S' 1 4 1 T-A 

rS 2 2 3 ^343V^•r. MPEGj^>I3-H, -r^fc-^MP E GjElit3<fci,^^-^'fb 
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UT. Xy-^yys 2 2 4. S 2 2 5 tiJl^ T. H 2 A0^5^ y 7S 2 0 2 . S 

. mz. mmmi^i 9 5izsm:^tirz:j>y^yy^n^\.x. ^^i?^jiz2>^ 

^^^^i^^^i-r:'^::J>y'>yt{.xmt|■r=^mm^z^l,^xm3ARV^m3 

Boyu^iz^i^r^rmmr^o ^ -< )vn>^yy ti^xMizm^T^mm 
m^jjiz. ;^^>;/rs 3 0 1 ti5v^■r. nmPmi/F idoiz^-^x. timmi^ 
mm^mi 5 0 {c:ai;tr^n^o 

• m^mm^mi5oxit. ;^^«;/rs 3 0 2 i3«i*i/Fi 9 0 

ur. Atts:^i/F 1 2 Ofc^i^^ti^o ;^^^;/rs 3 0 3^z^\.^x. xtatii 

^c43s Xai::^ I/F 1 2 0{i. T-S 3 0 3t% IEEE1394i> U T^l/^IC;:^ 

> 7^ > ^ Ht-^fb L reii-r s o 

r^mzliitlT^m'^^z^l.^x^t. m3B(Dyu-9-^~hizn':>rzW&mmifi 

mt>. :^5^«:^:7-S321. S3 2 2{3i;v^T. 1^3 A©;^7^yrs 3 0 1. S 

s 0 2iz:^i,^^m^t^ti^timm(Dmmiiint3ti. ctitzjiD. Ht^^jas^a 

I 5 O^Z^\,^xn^flrzm^:^tlrzy'■f i^^)Vzi>y-yyit, j^^i 1 o:^:/^L 
MPEGn-5^y^ 1 3 0^(i. Xy^yrS 3 2 3 ^3:feH^Ts 5^ >f i^* 4^ > 
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— =T^)f^ 1 3 0T-MPEG7^3 — A 

/D, D/A3I — ^ 1 4 1 T-D/A^i$iU-Cx T :^ D ^'3 > 5^ > i: "T ^ o 
^LTs XT^iy rs 3 2 5 {CtIJ^. Attl;t/ I /F 1 4 0 {is ^©7':^ d i5^i3 

a6 {CIT^^ ^ * ffi V^ S d t ^ ^ ^ o 

ia4{i. IBIi^ i> ;^ 5^ A t3 ^ SBffliW^ ® It cD 13^^^ ^ 

^bfellt?^i)o la 4 CDST©{C^1-:^>^^' 0 ~ 1 5 *sfli-<?©HB^W:^^gT'^ 
-r^fc)t>lll 4 td^-T/t^ (^;/U— ) «ii^<D#^( U — 7 : leaf ) AS -eti -en CD IB 

TTs-tK 0 0 0 0 ~K 1 1 1 1 ii'^^y'n^ >^ 0 ~ 1 5 D ^"T e>tLfc U 

tl>t:=3f-- : KR~K 1 1 1 -^J—Y^—ht^o 

m y-aj5Si3 43v>T. m^\^^n^ yi.o\t.^)-y^—K o o o o i:. 



wo 01/99332 



PCT/JPOl/05326 



20 



^-K^- : KO 0 0. KO 0. KO. KR^m^t^o y'J^^:^5itK0 1 0 
U KOIO. KOI. KO. KR^^mm-r^o y'JU^ 1 5 fi. K 1 1 1 1, 
Kl 1 K Kl 1. KU KR^mmt^o ®4©i/U-H(i5^yW;^A? 

f^DVD. CD. MD. A^vx^^y^ (mm) m^mmr^m^tjt^^ycD 

X«0 4©^.^T•H^;«gp^. 1-«:fot.5=^.W;^0, 1,2, 3- 7.;^ - 

m4(D}kmxm^r^&^^. -rtj:t>t>y'ju xo, 1, 2, ssio®^ 

€.4o©5^.sV;^0, 1, 2, 3(iy-Kdf^i:LT«ii©:^-K0 0. KO. 
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•^X^ — ^ — ^y'/^^:7.0, 1,2, 3(D^iZ^m-r^Ztffi^SM^ttJ^^om^ 

tztsLmmn^miT^^tfj^iy'^''^^ 7.0 , 1,2, scD^ibmrno-^yf,^—^ 

T-Bf-^-fb l/fcttE n c (KOO, Kmaster) ^ h y — ^ <£:/^L-^:$)Sl^{i 
SB^*i^J^li:*&^ LTt'v'W 0 , 1,2, Sizm^ttlit. y'/^-iT.O, 1,2, 

Bf-^Enc (KOO, Kmaster) ^^l^T ^ — : Kmaster?: f# ^1. C ^ 
RJtgi:^-5o >5:4b\ Enc (Ka, Kb) {±K b ^ K a {3 J; c THt^-ft; t t^ — 

^fes ^Sl^;i^,t tc::JbH^r. 3om*t-^l$ : K 0 0 1 1 ,K.O 0 1 , 

K 0 0 ,K 0 ,KRASJit^# V^-jti-) {3 J: 0 ^S«f ^ tlT-^M L C i: 5J)S^^ L 

fe^^-^s 'i/T.T-h. i=Tn^7.o, 1,2, 3©<r;i/— r) t-?II^M^ 

ti^T^ — ^ ^Tpi)fc46l3, t^v'nM ;^ 3 -^^y Ts'r Kiy- i^'m^n.'t >Z-'^1fiVi^ . ^(D 
/^c to 13 {is y- K^- : K 0 0 1 ,K 0 0 , K 0 , K R ^ ^tl^nHf fe^HK ( t ) 
0. 0 1 ,K ( t.) 0 0 ,K (t ) 0 ,K (t ) RCMif bs t^^'W ^ 0 , 1 , 2 13^ 
©M«f^-5&g^5jg:v^*s2&i>„ dC-C-s K (t) aaatt. UK a a aCDtSft 
(Generation) : t ©Hif ^ -5 il ii ^^t"o 

^ — H^^Du'^^ ( K R B .: Key Renewal Block) }imtn ^ ^ u p ^ — \z X 

1^5 A{3^-r^-H«f:?'0\y^ (KRB) K^-®H«f©j^»^'^5=^ 

5 A:RtJfEI 5 B©^?!|{i^ ^4 I3^^\y y — ^agifiCDT'^'^'f ;^ 0 , l, 2l343V^Ts 

-e$)So II14/!pe>B^e>*^^<t^ 7"7W;^0, T-VW;;^!}^, ^^^-y^ — 
ilbtK (t) 00. K (t) 0. K (t) RASje:vg-e^ t). ^n>(7.2\^. m. 
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m^-h^^-tLXK (t) OOU K (t) 00. K (t) 0. K (t) Rifi 

TIS®^^Yb^-«. Enc (KG 0 10, K (t) 0 0 1) T-$,S. Ztxity^ 
^W>^2oJ^oU-7^-K0 0 1 OtdJtoTBg^^b^tifeMffy-K^-K 

(t) 0 0 1T$,D. 5-^W;^2{i. ^0(Dm-=>V~y^-iz^-ox:i(Dm^'(t 
^-^m^L. K (t) 0 0 lS:f#i,:iJ:^T't§c ^Tz. m^izJ^rimTzK . 

(t) 001^Mt.^r. 05A0TA^^2©e®Bf^Yb^-Enc (K (t) 0 
0 1, K (t) 0 0) ^^^^milti:^)^ Mff^-Ki^-K (t) OO&lf^ci 
i:^T'#^o lUTMiJi. 05A®±*^e, 2|e@©Bi^<b*-Enc (K (t) 0 

0, K (t) 0) mm^-h'^^K (t) 0. Ei5A®±A.e>i^@ 

®Bt^fb:^-Enc (K (t) 0, K (t) R) ^^-^LK (t) R^f#§„ - 

^/W;^0, l«^ V-h*:^-.K 0 0 0ttM«lfr-i>^^{^^^tiT^'6T. 
M^y~K:^-^,LT.i:^^)&0«. K (t) 0 0. K (t) 0. K (t) RT-fe. 
^o -T-^WxO, l{i. EI5A®±d^e,3^g0Bt^^b^-Enc (KOOO, 
K (t) 0.0) S^-^LK (t) 0 0. >&mf§b.- A®±A.e>2^'g 
®Bt#<b:^-Enc (K (t) 0 0, K (t) O^^^U M«fy~K^-K 
(t) 0. 05 A0±*^^> l©g(Z)Bt-^Yb^r-Enc (K (t) 0, K (t) 
R) ^m^LK (t) R^|f5„ Cl©Jt5{rLT. 7^/W;;^0, 1, 2 «M5^ L 
tzMK ( t ) R^f#§Cli:As-e§^„ ;5:43^ 0 5 A©^ m^^- 

0 4{35^r«;/U-^5iO±ii^©y-K^_:K (t) 0,K (t) ROWmi^ 

^-mmyu-/ ^ (KRB:Key Renewal Block) ^S, Z. tX. M«f^-K^ 

-K (t) 00^5^7W;^O, 1, 2lzm^T^ZtifiX'^^o 

zmtzt^-Tx^-^^^ mmmmmmmmcDy^^^^ :^^^^:^i,,itmmmmzm 

T-^t- ^^;u-rj^©7^yW;^0, 1, 2, 3ii^;&:hmmmi^^m^^xis^. mtz 
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tjii^mo-^X'S^—^ — K (t) masterAs>iJ»^"t-$>-?> t-r^o ZOh^. =rn-{-X 
0, 1, 2, 3 ©^tilCDy- K^-K 0 0 ^Hff UT^K (t) OO^ffl^.^r|fffe 
Jfe^^S^Mif-^;^^ — ^— : K ( t ) masterSBt-^^b Ufex — ^ E n c (K 
(t) , K (t) master) 5 B tCmfKR B i: i: <fe {ziB^f-So Z.(OM^\z. 

7^^W;^0, 1,2, 3ttKRB5^^iib-r?#fcK (t) OO^ffl 
V^T±HBBt-t3^C&«^1-tl{^. 1 0t j^t" © v ;^ ^ : K ( t ) master:^ ^ ^ ^ 
— :K ( t ) medial :i qltfe {3 :&i)o 

1. ^•r/M:^{i-etl-etl> KRBO-r >7^'y (index) gP^B"r> KRB 

2. KRBf3a:orH«f^m:v>)&VA (^^TV^S) ^- 

®il (C©^?!|T-{i. 0, l:&e>KOOO. 5=^^^^^^ 2 ^ K 0 0 1 0 ) 

4. Cin^^DTiUT. KRB<Z)«±^40y- KcDSff^nfey— K^— 

§ o 

f^^. KRBOltft (Generation) {i. ^© K R B O^s' — a > ^ Us ^Jx. 

BOifl0©l±;icASfir;i;g, J;olc:&ot:v^^„ K (t) 0,K (t) R©Mif 

EI 5 B ©KRB (Key Renewal Block) ^/^ § C ^ K 
(t) 0 o^t^/nmx 0 , 1, 2T-^^*ri.c:i:;{)St?^§o- -r^fo-^^ t^^'n-'T:;^ 
0, 1, 2, 3 *5fe^HB^^#:^fflVN;g.t>i:o©^-;i/-7'?£ff$^-r§ i: K 

(t) 0 o^ffli,NT€7^u7"cp<5^-f T^— ^M^^^■riB^7=■*-^<^Bf■^'^b'r^^^l 



wo 01/99332 



PCT/JPOl/05326 



24 



2itK (t) oo^it^t-^A^ ^(DKRB^^mi.rzmmmmz. ti^^^.-e® 

RB^^mmLXntzK (t) O 0^ffll,^T±H3Bi#:^c§m^U. tmj^X'(D^y^ 
^ T^~K (t ) media^^^o 

^6 ^mmx<D9t(Dmvfmmx'$>^<i^m^^2 000-10532 8xmm 

y^tztmj^.XCD^y'^ T^-K it) media.^m^mmmtLX. K (t) 00^ 
^^^xmtzfSii^mcD^y'^ T.^-K ( t ) medial Bf-^^b L t^- ^ E n c (K 

(t) 0 0, K (t) media) tmbBiz^.tKRB t^mum^^-^vx^mL 
r^i^^i^^ immi^-tizm^^x^ti^^y^^T^-^^mmt^m^iz. nm 

ib\z.Z^mi3,^y^^T^-:^^ mummzil^m-^tiX^.^:^KRB (Key Renewal Bl 

ock) i^^Mm^mmiimm-r^=rj^^ 7.^-:km.\>^x^!^^m<omm^-^vx\.^ 
;^ 2 0>i^ ujctts ^^\z(D^m\)mx^tifz ^)-y^-K 0 0 1 0 ^1.. 

h *-e®#y- K 0 0 1,0 0, 0 ,R©y- (^tl-etl. 
K0 0 1.K0 0,K0,KR) A^g^tZj&M^ tlT V^ , ^^^^7.2\±. 11 6 ©IB 
^^«#{::^SM^tiri.A§KRB«Z)d-^. -Of-^i/^;;^ (index) 0 0 1 0 OBg-^ 
^■^^^(DW-o^J-y^-K 0 0 1 OT'^^LTy- K 0 0 1 cDy- K^-K 
(t ) 0 0 1 ^th#U. mz^n^m^^X -O^ ^ (index) *S0 0 1®^# 

:3%:$^-^b-ry^K0 0©y-K:^-K (t) oo^tf-#L. S^^3^n^Jlv^ 

XV^^X^m^i^X^y^^T^-K (t) medial t^^1-;s,i;vg C®gt^ 
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mtVXCDy'^ ID (Disc ID) A^gElZlB^^ tlT V^ § a 7?>^ ^l^^t" €> o 
SBSi^tlTV^tlfSx ^^7.^ ID (Disc ID) ^^mUs IB^^ nt: V^/&l{ttl{^^ 

^^mm^mi 5.0 iz^\,\x^>VAiz, <it$)^ t^\::'^^td^tirzMx.i£ 

SL^^4^®:^^^'C7'^ >^ ^ I D (Disc ID) 170 1;&^^Ls x-i':^^}wHB^ 
•Tiio X'f;^^ID (Disc ID) it^Oy^ ^ :7.'^iZ—^:^tiit^^^(D-(:. 'J — F-f 
> 'J T if -r :S C i: W tfe ^ o 

IB^^^^T 0 0\t. mz^y' ^ T^—l 0 1 ty'^T.^ I D<l:.fflV^T^ 
X^©^:^— (Disc Unique Key) ^^^T^o 7.^m^^— (Disc Unique 

Key) ©*{*S«J^i:^J56:&^ii UTJix HI 8 13 ^f^ «}: -5 J3 . ^Bt-^ISiJt^^ffl 
V^fc7\>y i>-a.|3i!!:(3^5=-V Tdr— I D (Disc ID) § A;b' LTft ^^xfe 
^W:^m\^^m 1(D:^'^^^ FIPS (Federal Information Processing Standards 

Publications) 180-i-e^4& 5) tiT Vn ^ y i ilifc S H A - 1 Jc. 
-i:7^>f I D (Disc ID) i:® hMigtc:^ D^^$ti'5 7^-^5^>£A;?j Us 
-?■© 1 6 0 tr^y h®£B;i!j*^e>j^;»^:fe5=— ^J^SCD^^ii^T^'f (Disc Uni 

que Key) t LT^M -r S«?"J 2 ifedSjiiffl f ^ § o 
^f::. IB^r i:<Z)a^^-^25'l) ^-r h (Title Key) ^Bf-^MS^^ 1 5 

0 (i2ii#M) \z^\,\x^y^K\z^ < {i$>e>*^b46^i&&n;t^j^«ai^ 
^^#o;&^-e^figUs 7 0 2 iciBa-r-So 

7^><';^t^EI*^— (Disc Unique Key) iiiS'-f (Title Key) i:. 

7^7\MXID^ fei>V^(i^ (Disc UniquB Key) i:^-fh;i/:^— 

.(Title Key) ii. 7^>'N*>f >^ H^^-. VN-mA^CD^-^-frA* ^-f 
(Title Unique Key) -^^E^ir^o 
^LCD^-i V)VmM^— (Title Unique Key) ^^©M^6i]^:&^S«s H 9 
■r<tdlc. 7*D ^Bt-^Pi!c&ffil.Nfc^N.;/ i/i Mittens' (Title Key) 
^ (Disc Unique Key) ii. t^^'W :^ I D (:^^a^ffiiJIS^ b^S; 
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■ titz^m^m^^ 10:^'^^. FIPS 180-lT*^i6^>t^T^/^S^^yi^a.Mi^SH 
A - 1 (3. ^y^^ T^—h^ ^ 7.^ I D (Disc ID) hy'^'^-fT. I D {M^mmU 

y'-^^OH^^^ h)Vm^^- (Title Unique Key) i: LT^ffl-T -S^iJ 2 0^ 

^43. ±mo^mm-Xit. ^y'^T^-ty'^ id (Disc ID) ib>^y'^:7.^ 
mm^- (Disc Unique Key) Ztit^^ h;i/^- (Title Key) i;^^ 

^W;^ I D. «L <(±^5'>f (Title Key) iiy'J^^>(.mm^-iy^'$'^ h 

(Title Unique Key) ^^n^ti^^-r^ Jioizl.xi^^^i^..y'4X 
^mm^-~ (Disc Unique Key) t hX^ ^ T^— iiy^ ^ x ^ I B (Dis 

c ID) ii^-f h;v.^r- (Title Key) y'J^^:7.IDmi.mrJ^^:^m^^- 
t-^mm^^ h^]^mm^~ (litle unique Key) ^^^LT*,J:<, ^fe^^-Y 

(Title Key) ^tmi^^riz, ^^^-r^- (Master Key) hy'^T.^lT) 
(Disc. ID) i:. 7^^W;^ID^L<{i7^>'WX@W^-*»^i5^^ 
(Title Unique Key) ffi^©^:^^^ LT ck V^o 

- h- (Block Seed) i:. ^fet^j^^bfc^^ (Title Unique Key), 

iy^. ^oriJy^09'-'S^^S§^itt^mx^^yu^y'!7^~- (Block Key) 

zrxi^v^^— (Block Key) m Otz^fo 01 Ot-«. 

ttsb 3 2 Ify hOirDy^^ix—K (Block Seed) a^.. 6 4 t^y b©<5^^ h 

(Title Unique Key) i:A^e.> 6 4 K h © r n y ^ i|r~ (Block Key) §^ 

±.mZ7rstm 1 {is 4 f^y AtB:^*^^ ti^-tv 6 A\f.^v V (D^^^Wi 

^ffi«bT^^i,„ ^5^^ (jitle Unique Key) ^ d ©Bf^H^fflU 
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y'tiy^i^—]^ (Block Seed) t 3 2 (3i>;:^^> 
Ufefi^A;^; LTBif-^'fbLfe^^^:7*D >y ^':ar- (Block Key) iiLTVN^So 

m2ii^ FIPS 180-l©yNu/ i^iP^SHA-l^fflV^fc^«JT"a^S„ ^-f — 
(Title Unique Key) i: n — h* (Block Seed) S^®^ bfe«5& S H A - 
1 {3A;^7bs -e® 1 6 0 hTy m^itT^B 4 If y h ©a^^Mf -5 Jfe 

6 4\^y hlzmm\^rz%(D^-:^ti y (Block Key) ^ibTV^-5o 

±§3T-.tt7^'r :^ ^H*^— (Disc Unique key) ^ ^ b;HS#^— (T 
itle Unique Key) . 7*Dy^^- (Block Key) ^^ti^n^^T^^O^ifeB^ b 
fz:^. m^i^. ^ :^^m^^— (Disc Unique Key) ii^^ h;^S#^— (Tit 
le Unique Key) ©^JsESHfr-T S C ii^ < . :7'n y ^ hiz j< ^ T ^— tv' ^ 
:^^1D (Disc ID) ii^-f h;!/^— (Title Key) ^y^o>y^$^-K (Block Se 
ed) J:. 5=^7^-< I D. ^ b < iiT^v't-f ;^ ^ffl v^"t y ^ (Bloc 
k Key) bt J: 

«y ^/:3s.-Asisgi$n^ iix :^^^nf;7*D <;/ (Block Key) ^m^^X 
Zfu y^v'—'^^'^mht^o mi (Dymzm-m^iz^ 7*Dy^?iy— K (BIoc 
k Seed) <£:^t? IT'n ^ 5^— ^5^. ®$fesi©^l~m>'\*^ h (0!lx.{S m= 8 /"^-f h) (i 
(Hzlx^^S^ 1 6 0 8) ^tlTBt-^'fb^^il-frT. m + l^'W ha*^e>ffi^7^ 

y ^7^-^ og-^^as^^ 1 5 0 \z^)t>m.^^fitz\!^^itT u X 

^ti^DES (Data Encryption Standard) Sffi V^ C hib^"^ ^ So 
XD >y 1 1 iZmT. 
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^^^^^^^^^^^ ^ 

±M®J;dic..:3P-M«lf^D«;,^ (KRB) ^ffiv^5Cli:icJ:^). iE^>5:^.f 

^^^^<Dmmmmzktii-oa,^^^m^^.,^ ^^^^^ ^^^^^ 

^ (KRB) ^i^mLfMrn^z-ox^^x. &.-rmmr:b. cio®-^. ^sirPiii 

mm-^Uy^ (KRB) 0^^■rn®KRB>?Pe.^fig$tl-5^5-^5'^^^fflV^T 
2lbTt cfcV^o fB^S^^M©^-M|lf:^D-;;^ (KRB) ^i^ffi ©IBtt^gfi. 
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ti ^ ffl V \ T @ # CD -r ^ K R B * M if -r § o 

la 1 2 ic^— Mif:7'o ^ (KRB : Key Renewal Block) (Dy ^ — -^ y h^J^ 
^sTo > 1 2 0 Ui. ^-M«fr:7D^y^ (KRB .-Key Renewal Block) 

CD/N*— S/*3 >$^f SggiJTTffe^o T^'r;;^}*. ^— Mlff:7"Dv^ (KRB : Key 
Renewal Block) (DM^^qOt' T^izM^t V —(DV^mB.^7sk^ ^ v^— ^ 

zH-r ><5' 1 2 0 3 {i^ ^ — Mif :7*D «y <^ (KRB: Key Renewal Block) ^(Dy" — 

7j<-r >^ 1 2 0 sfi^s^ise^s^-rji^-f v^-r^feSo t^-^sp 1 2 o 6tt^ ^ni 

;t Mif t- § - h- - * Ht -^Yb b 7^ - ^ -r -S o 

(KRB) ^mnir^m^^vxi^^^o co^^^^— ^j^fSs misoD^comiz^ 

r^ — Ki/y^i:-ri)o ;v- h ^r-©H^^-K (t) Rifi^^ 

Bt-^Yb^ — E n c (K ( t ) 0 , K ( t ) R) ^ 1 3 CD 
:^(Dmm'i^ V—\Zm-t^m^Z^^o ^CX-. ■?;}:©5='— ^fi. Enc (K (t) 0 
0, K (t) 0) l!$)f9s y V'-±Xi^m(Dy'~--^ izM\^X&y(D&.miZ$):ho 

is^^tiSo ^^tt (L) ^ (R) ij'^} i:uT^]p$n€.o m±m 

©7^ — ^S'Enc (K (t) 0, K (t) R) (D&\Zi±9'—^il^^^(DX. L^^ 
= 0^ ^*s^c^^©T•^ R ^57 1 ^ ^fc i> „ JS^Ts f^T©?? — iS? tCIiJ' 

^tm^^n. mi 3(DTiz^iry'-^m. Rxf-^^'mtmm^ti^o 

mi2lzm^X. KRBy :ir — ^ hiz-Di^^X^ i^izmmt^o (Signat 
ure) {ix ^-Mff:rn '^/^^ (KRB) ^mnVTzm^itm'^m-ky ^ . n>7^> 
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:^itm^m^iz ^^xjEmtji^-wm^u ^ (krb) mnmij^^nLrz^- 

mmyuy^ (KRB) X':h^;it^mmt^o 

^-mmyuy^ (KRB) ©M«fM^CO^^T©ml^D^^(g^J^CO^,^T 

msM-r^o mummz^mo^^^m^ru y ^ (krb) ^mmT^m^. 

mmn^mm(D^^vizmm(DKRB:&^mT^mm. Trj,t>^. i^mn^ 
mmmiz^m\.rz^-mmyt3y^ (krb) ^wmi-^mmiz-Di.^x. mi 4 

A. 1211 4 B®m:tia2^th-^l 5 ©7 0-5^^-1. 

HI 4^±mj>zyf^tmi4Ait. muw^mmztmrnmrnm^ti^sixmo . 

^SiX-fe t). IB^S^^gi 4 10izl-o(D^^Mmyn^i;^7 (KRB) 14 1 
l*^^ll*l$tl. IB^i^f^l 4 2 OtZtt, 2o(Z)dt^-Mif^D.^^ (KRB) 14 
2 1 , 1 4 2 2ds^S^$nTV^i,^^fii<&^LrVN;5„ 

nEum^mmi4 i oiz^m^^nrzKRBtt. j^-t^ay (t d o:^-M«f 

:rD.;,^ (KRB). 141 IX^^. HB^^» 1 4 2 0{3^^rt^^fcKRB{i. 
^N*-i^3> (T 1) (D^-mmyXJ^y^ (KRB) 14 2 1. 3 > 

(T2) ®^-Mff>^D.y^ (KRB) 1 4 2 2-efeSo CI C Tvt- a >~("^ 
2) {iyN"-i;3> (Tl) J;^,gfbV^*©i:^:So 
^fes IBM^^l 4 2 Otzit, >'^-S^3> (T 1) ®:^t^-Mtf;^0 5;^ (KR 

B) *^e»^^^ii§^7^-r 7'^~^M^^rI©#Yb^tlfe:3>^>.>; 1 4 3 1 

^N'-i^3> (T2) o^^mmyuy^ (krb) *^e>^^^ti§p<^^T^l 

^MtvT^-^-fb^tlfe=r>7^>>;/ 1 4 3 2;6i;feM^^^T^^-So • 

IB^M^I 4 2 OA^IB^^^^si 4 1 Ot^^^ti^zl^. IB^W^^M{i0 
1 5©7D^^^-h{3t«eoT. S#0*S^ri.^-M^^D^;/i; (KRB) © 

mi 5©::^5^.yrs 1 5 0 If. SB^s^^Mi 4 1 0 it. tmmi^ 1 4 2 0 

iz^m^nxi^^^T^XO^^mmyu ^ (KRB) ©Itf^m^ (Generatio 

n) X'^^j^^i^3>:&mmL. ^(D^xmmcD^cD^&M'Di^^. mi 4Af3^-r 

«?!1T-Ji. A^i;3> (T2) ®:^-M«f:^D^.^ (KRB) 1 4 2 2A^M«fT*^ 
-2) o 

^^^rvT-S 1 5 0 2^Z^5I,^T. IB^W^^g 1 4 1 0 tt. iBM^^Ml^©^ 
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^ u (m^itm io^^v 1 8 0) izi(^mvx^^^^-wmyu -/^ (krb) 

y^5">y rs 15 0 1 t-^^ttS UfclB^^^J* 1 4 2 0±CD^ifKRB^ TUt)% 
y^-i^3 > (T 2) ®^-Mff7*D ^ (KRB) 1 4 2 2 ©ff IB & hbict" i> o 

Cl®l:b^{3*5V^•r^ IBMi^#±A* ^.^tB bfe K R B A^gf btttUSJ^^T^ r 
S 1 5 0 3{3i(i55^, 7*S 1 503. S1 504 ^>^:3Fiyr 

EI14A©M-^{i> HB^^^^fi 1 4 1 0>5>^'*SiW tTV^§©{i7^" — > (T 

1 ) ®^-Mff::^D (KRB) 1411-c^Ds ctiJ: t) ^N*--^ 3 > (T 
2 ) ffl:3r-®ff::/D ^ (KRB) 1 4 2 2 A^lff UVN©-e. 7" S 1 5 

0 3 

rS 1 5 0 3T-{i. IBl^W^^a 1 4 1 0*s^;^btV%i, ij-^^-. . 
H^-^fflV^t:M^^^©«^©KRB;&s^#WHl*^H>?P^^!l^t--5o f Jfe 
t>%. 5te©EI4. 5s e^T'iJiHJLfecka gB©^-r^ U— :7:3r — s 
fiy- h-^-Jdcfc D^-H«rrn y <^ (KRB) Sjii>j«-^bs -©{"^©Mif^ti 
feltf^ti^g : t ©ff^-f-i^'H >©y- h'^-s «ajx.(iK (t) 0 0... fe^v^fi;!/ 

-h=3s^-K (t) Rifim.n'si^ti^^ii^-^m^ir^o :i(om^mm\t. mx:^iS.m^ 
iz^i-^—w.myu y ^ (KRB) tw:fei,\-c> vA-rtiA^©>r ^;^ic:@B© 

r S 1 5 0 3 ^C^5l^T. IB^S^^M 14 10 ;bM^^ b T V^ U — :3F- 
^*^-^fflV^tH®f?•^©ft«f©KRB*^«-^^rBE-efe^ ilflj^^tlfe 

^-^{i. rs 1 5 0 4{c:jitfo «-^^Wi:«^^ti,fe3®-^tt. :;>^7^yrs 

1 5 0 4 r bt^as^^TI-^o 

»y IT'S 1 5 0 4t-ti. r S l 5 O l -C-^tB bfei3^i^#: 1 4 2 0 t3 

*S^^tVfe^«f©KRB>£fflV^T^ 13^11^^® 1 4 1 0 ^ U f^^^M bT 
^y'^-i^g > (T 1 ) ©^r-Mif:7*n (KRB) 14 11 ^W.mT ^ o C© 

,^:^s H 1 4 B {Z^^-Tck d IB^S^^ai 4 1 0 ^^^&i?J^^tli.KRBAV^• — 
i;'^ > (T 2) ©^-M«f:^D >y (KRB) 14 12 lzSgf^tli.o 

H 1 6 A. HI 1 6 BRXJ^m 1 7©7D~5^-\'- h :SMV^Ts 1^ 1 iZmiy 
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e2 1*S3gSnT*!,. ^«>*-K«f^o.,i, (KRB) 1621*64^9 

IB»«4|iBieio.i. ^«>IB«««i 6 2 0 *^«SSh&ts,c. 
CT-tt..-i.3>T2^>*-K«^a,,i, (KRB) *tSitft*nTV^5. 

I °T^^ "'*''"^^^'^^-*'*'3««*'^2 0«B«^n*. * 

««<5Lft*-a«f7D.yi> (KRB) olttft 
mmti.x,^n~v^y. -«»^«- *-M«ra..* (KRB) 1 6 1 1 «, 

(T2) *«9<fc->^>.>.r«e«ttx3BSiK»1 6 2 0(c83«r 
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i3^^^# 1 6 2 0 {c:^&M^n•rv^^>?p^f d >{p^^Sf -So vM^mmi^ i 6 7 2 
XT-^yrs 1 7 0 4ftt^ mmw^mmi e i 0{ii3e^#:i e 2 otz. 

B) . Z.(Dm^it. J'i-iPay (T2) cD^~Hif y (KRB) ^IB^b^ 

B ) <£B3lti«# 1 6 2 0 IcIB^-r S :i i: t- 1 ^ o 

±SB©cfc3 t3 LT. ^JfflRltgtC«if®^-S^:ro <^ (KRB) 
•^tNTf§5>n€)^-<&^rJffl UTBt-^Yb^ns IBM^ tife 3 > 5^ > 5=^— ^ & . IB 

• 7-.S 1 8 0 1 ^3i5l^Ts SB^:M^^«(i> W^^T ^ =1 > 5^ > 5=^- ^ 

f^^itLrz^y" ^ T^-^SE.m-r^^'-mmy'u y ^ (krb) ©la-Rim^i: l 

if^D'yiJ' (KRB) ©mf^ti^J: bT®>'^~$^3 ^?iJ:t«Stuxli®7'— ^J'^ 

31:7 T-< ;V^3S7^>^tlT^/^^o 

^^T^iyrs 1 8 0 2 T% sa^:^4fe^^«> fa^*I#:±fC^M ^ tlT ^ 1 Jii± 
— HffTTD u/^ (KRB) ©at>s :^7"y7'S180 1 {Cl^SV^T ^tf^ib bfe 

1ftf^t*#ii ur©.'^— s?3 0>'t— i;3 >>&i^oife©3£:^tBUs ^©^3^— 

MifrDy^^ (KRB) ^v^-r Tdr-^^J56t--S)c 

^^m^mvs s 1 8 0 2 i:^mLrz^y' ^ T^—izm^\^^x^n^m.^\^xm. 
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-i-*3>>&ito^r-MifrD>y^ (KRB) U fe§B«#:A^ ^, ftffO^- 

Mffl/n >y (KRB) ^my)iiibx. tmw^mmf^cD^^oizi^^^L. 

tjimm(D^-mm-:rx3sy^ (krb) ^^m^^x. ^(DmmKRBt^^m^mm 
mo^-. m^i£^y^^-r^-:^MmLx. mnLtzmmo^y^^T^-^mi,^ 

''^mutz^^- ^ T:^~:&mmi.rz^-m^y'u y ^ (krb) ^mtzizmmmi^ 
iz^Wit^m^tLtzo 

§ K R B e> Hfi bfc^ ^ >f T:JF-T?Bi^'fb bfe 3 > ^IB^^^f^^ 

m^imtjimmiiL. ^>^>^y^tmmmmrz\zmm'r:bmzit. ^(omj^.x 

oT^,s %\z.mA^ m^-^f^\^xmM\.fz^r>\z^ mtzx^mmm'Giy \ zmn 
^y. ^^^mmtimn.T%^-wmmmiz^^xmff^firzmv\,^j^-i^3> 
<oKRB^T^iEt^nm^v^^^^i.xm^T^:itiz^f)^ mmpmiz 

m^^>t^}ii.xmBMLrzifi. KRBizji^xmm^n:i>\f§^mmm^-i^. 
^tz. ±7^(Dmmmizm^xi±. mmmi^t^ i e 2 ovb^ia^s^^g 1 e 1 0 

{3^«^ttfeB#;iHt-:^-Mff7D>y^ (KRB) (DMmmm^ff O ^ o izmsS.i. 
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^kiz. ^—mmytjy^ (krb) (DmmmMi:i-oux(Dm2(DmMmiz-o\^\ 
xmm-r^o mmm^'^mRm^mmm^^i-^ ^^^—mmyti ^ ^ (krb) © 

^ 1 9 la 1 9 B{±. mum^m:miz^i<^^^—wmyn (krb) © 

n^i^AmCD^pMXl^ Ox BBM^^M 1 9 1 0 t 1 -oodr — Mff ^ (KR 

B) 1 9 1 lA^^&ffl^tlx iiUmi^l 9 2 0(3tts 2 •0(Z):?r — Mif >y ^ (K 
RB) 1 9 2 1 , 1 9 2 2 AS^&iW^tlTV^-&t^Sl^^b■rv^^o 

IBaS^fe^B 19 10 {ctSi^^nfcKRBfi. >'^~i?3 > (T 2 ) <z):^r~Mff 

::rD u/^ (KRB) i 9 i i -e^ mmm^^ i 9 2 o t^i&M^nfeK r b 

71-5:^3 > (T 1) (D^ — mmy't2 ^ (KRB) 192 1. MV^i^-i^ay 
(T 3 ) CD^ — mmyt3 (KRB) 1 922-eag)i,o d :iT'v'\"-j;' 3 > T 3 , 
T2, T 1 fix T3*J^^)«fb<s T 1 7{)J«^&,^V^t,® i:-r§c 

IB^^i*: 1 9 2 0 ^'t — 3 > (T 1 ) MiSf 5/ ^ (KR 

B): A^e>^fiK^n^^5='f T^— ^fflV^TBg-^-fb^ tlfen >5^>iy 19 3 1 

mmmw 1920 asib^^s^^m 1910 mmm^^m. 1910 

Jci: DIB^^^i* 1 9 2 O^OT^^-k^^frfotii^ IB^^^^M 1 9 1 0 {is 
l^m.M.W- 1 9 2 0 ±® K R B® 3 %(Om.^o:>f^—^y s >® K R B ^l^^t" ^ o * 
ilf/\"-S^*3 >{iT 3 Ds /f-^:^3>T3«> IB^S^^S 1 9 1 0 
tlTV^^>'^•->:^3 > (T 2) ©=3e-Hir:^D ^ ^ (KRB) 1911J:t)*ifU 
^^<^)t!. -eo^t— i^3> (T3) Mif:?'D 5^ iJ' (KRB) 1 9 2 2 ^fflV^ 

T§3a:^^^aF«3{3i&i^-r^KRB?^®«f-r§o -^cDsgm. s 1 9 Bics^-r«ta 

JCs IB^H^^M 19 10 ©*^/^>>^• — a > (T 2 ) — Mff^'o -j/ <^ (K R 
B) 1 9 1 1 {is Uf bV^/^• — 3 >©/\"— i^3 > (T 3 ) ©^-:^j^:/D >y ^ 
(KRB) 1 9 1 2 {zM^J^^^n-So 
^fex lB^ifi£<^{3*Sj^^nTV^ ^ -r^-r® KRB J; f) iBliS:^^H*s|&iWl 
t-^KRB©:&ASif UV^j^-&^C^i^ iB^^#:^©T^?-fey^l^l3ff U^^KRB ^13 
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mmmz^m-r^o 11120 a. 0206}*. mmw^mmifiB&mmmzm\.\^^K 
^mm2 0 1 0 1 1 o®^-Mff>^Dy^ (KRB) 2011 tmm^ti. ib^ 

0 2 Otcfi, 2o©^-M«f:^Dy ^ (KRB) 2021, 202 2 ifi^ 

SB^S^^tt 2 0 1 0 Izt&^^tiycK R B{i. ^n*— S;^3> (T3) CD^ — Mff 
:7-D.;;^^ (KRB) 2 0 1 iT'^j). BmPm 2 0 2 0 iz^^m^ tlTzK R B it. 

j^~-i^3> (T 1 ) (D^-mmyu (krb) 2021, jsLxs^^^—iPs > 

(T 2 ) (0=^-Wmyr3 (KRB) 2022 T-^^„ C d T'^^- J? 3 > T 3 , 
T2, Tl{*. T3As«s&«fL<. T 1 ^g^, ^ © i: § o 

I3^i«#:2 0 2 0 tzti, > (T 1 ) ®:^r— MffT'D ^ (KR 

B) *^e>^^^tl^^7^^ :^=^-^MVN-CBt-^-fb$n/c3 >5^>-/2 0 3 1 i^l^ 

. IBM«^^2 0 2 0>&SH3M^^M2 0 1 Ot^^^tl. i3^:g:£^® 2 0 1 0 

(3cfc D53^^i^2 0 2 o-^07i>-fe;^di#fcns i:. %mm^m.mt. um^w 

2 0 2 0±©KRB©dt.©Sif©>''«— XOKRE^fe^^^f-So igifv'^— 
3>J*T2T?feD^ ^'?-^^3>T 2{i. IB0M^^g2 0 1 Q \zi^m^ ^ 
^t-5^3> (T 3) ®:^-M^:^D y^' (KRB) 201 IJ: t» * i> 3 

>T-^i)©"es ^(D^ n^^:;3> (t 3) ©^-miit:7d ^ (krb) 2 0 1 

1 <S:i3«#:2 0 2 0 {3iB^-r§o ^©;S^. 0 2 0 B ^3^r^ t" j; o (3. IB^^f*: 

2 0 2 Oidtt^ if — i?3 >®y\-— i?3 > (T 3) CD^— M»f ^ (K 
RB) 2 0 2 3 A^ia^^n-Sc 

^5'®Bt■^'^b^3^,^M;^nTV^T^ i?PO. fB^^^^:±©gif®<fo®T•f±>5:V^KRB 
©Sm^^fr-T'So 02 1 A. gI2 lB{is HBlill^^gAsgg^ji^^j-t^^gj^ 
K R B t iUI^-r ^ «tl^ LT V> ^ o 

^mm2 1 1 0 {Cl O0^-M«f:rD (KRB) 2 111 ifii^m^fi. 13^ 
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mit 2 1 2 Oizit. 3 ocDdF-jEff:^D ^ (KRB) 2121, 2122, 2 

1 2 3 A^^M^ b-CV^§o 

S^a> (any) ©^-Mff^D-/^ (KRB) 2 1 1 lT-$)t). 8B^?«#: 2 1 

2 0 l3*SiW$tlfeKRB{i. >'N*-i^3 > (T 1 ) 0^-MISf::5^D y ^ (KRB) 
2 1 2 1^ n—i^3y (T 2) 6D^— |liT:^D (KRB) 2122. Z^t>V\* 
— > (T 3) CD^ — mmy'O ^^^(KRB) 2 123.T'^i>o — 
S>"3>T3, T2, T lit. T 3 T&sg^if b < s T 1 t * V\ ^, © ^ ^ „ 

^Tz. $mmi^2 1 2 0 y\*-S^3 > (T 1 ) ©dr-Hif:/n ^ (KR 

B) iJ^i^^m^tl^^y' ^T^-^m^^^Xm-^ih^tltzZiyy'yy 2 1 3 1 ifii^ 

f3^i«#:2 1 2 oi)^$imn^mm2 1 i oizmm^n. ibmii^^b2 i i o 
y^yyy"-^ (Dw§-^ibiz%mm^nx\^^-r. i^^s mmmi^2 1 2 o±(Dmm(o 

^©t"{i:feV^^-HiT:^^ «>/^ (KRB) ^^m-r^o ^2.1 A. 1^2 IBOM 
7N*-i?3> (T 2 ).©^-M«r:/n ly ^ (K R B ) 2 1 2 2 >{)S. ^.©^-f^^ 

^^ije-r-sKRB i: uT^{±j$nso gB^ig^^g2 i i oits t^imKRB. -r 

1 2 0 ±©gif® ^©t:'{i^V^:3fl_J|gf7'^ «y ^ (KRB) ^WmT ^ o 

^2 1 Btz5^t-J;d iBM#:2 1 2 0{c(i. 3 :>7^>.^>;©Ht-^'fbtc:'(5gM 
$ tltrVN^^'N-— 2;'3 > (T 1) (D^—M^yxny^ (KRB) 2 1 2 1 i:. M'h 
U^^.'^•— i^3 >©>'N* — y 3 > (T 3) S«f T^n (KRB) 2123 

mi 9, 2 0, 2 1 ^m^^rmmLf^cr) smmoKRBmmmmit. ^^ 
tctts El 1 (Dmmmi^-( 1 9 o \z%zum^t^m.m-^nrzz.}itim.m 

i-^il. CPUlTOds. ROM160. * ^ U 1 7 0 ^ tljfe K R 
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^KRB®/t-s^3 Xltf^ : Generation) i:©ltMS^^fft- -So ^ti^ODJ^ 

:rs 2 2 0 2 izmtSo ;^5-'^:rs22o 2X'i±. tmn^mmt^u.m Lx^^ v 

-^ S§V^{±y-^'ie-^cJ;^):3e-Mtr7^D^:;^ (KRB) ^M^m^l.. tft-R; 
©ll«f $tLfeia:f^t»$6 : t ©gf^-^'-S^a H^-, ^?|J^«K ( t) 0 0 s. 

h^-K ( t ) R *5®lf#Wtg*»S*^S^J^t-^o - il©if!j^^31{i, 
«3|^«ll5{c:^t- ^-M^lTDy^ (KRB) jCiSOT. V^rn*^©^' 

:^7^>yrS220 2 tCi5VNT. l3M^^m#^:t bTV^§ U-7:3f-.- 

K^-<&ffiVN-rMff^^ffl««f®KRBAs«^qrgg-^$,i.i:«^^nfe:©^.«, • 
:^y^^yyS 2 2 0 3izmtSo m^T-Rltm^^tlfcm^it. X^>yyS 2 2 0 3 

^:^^yrLxmm^mTT^o ^^t^-^t-s 2 2 o ar-ti. mmcDmi 9^m\.^ 

© a ?) . tmmi^± ommKRB^mv^xmmw^-mmp^oKRB^m 
mvxmm^mT'r^o 

-15. 2 2 0 1 ti?v%r. mmm^mmp^oKRBm^mmi^±<D 

««f©KRB J: D ^feif L{tn{^. J^T^y 7-S 2 2 0 4tCjitf„ 

S 2 2 0 4T*tt. f3^W^^g|^©KRB?&a3^jg|#(r|B0UTs S 2 2 0 5 
\zMtSo :^5^^yrS-2 2 0 5t?{i. iB«^^#:±}3^^>& K R B i, ;^;|^ . 

*t-So ^H^cKRBiitt. B&Mbfea;5tc. i3^^<*:{3^i^$^xfc if® a >5- 
>^;/7^-^©^^^b{3^,^ffl$tlTV^•r. A^o. mmmw±(Dmmo%ox\±u 

OKRB®^i:T"fe^o -®ci3^KRB;&s#*Lfe:^^<z;i. ^7^y7-S2 2 
0 Q^zm^. ^®KRB<&fBM^#:J:A^f>?i^L-C^a:£ii^T^i.o 
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S 2 2 0 5 iz^l^X. ^m^KRBiliW^Vtj:\,^m'^izl±. 3 2 2 0 6^;^^ 

7.y^yys 2 3 0 1 ^34b^^t:^ mmw^mmit^Mibmm'r^KRBifj^^^ir 

^ T^ — ^^f^T^o >y rS 2 3 0 2 T% d CD ^ -r T^ — InT n > 

>7">^)/7^-^5' ^iB^iE^t3iB^1-i)o iicDl^t3, l^t■^'^b^3ffl^.^feil>£^figt-i> 
fei&Jcdgffi LfeKRB®^-?-$^3 > (tSf^ : Generation) *^0^#:{zg3^1-So 
KRB©>'N*-i?3 > ("tftf^ : Generation) itmi^H^izitm^it. m7izm-t^^ 
h;b=3r- (Title Key) -^iB^B^tSf^S"^ i: |3l« t , if ©t^-^ ;{)^ if® ^ ^ h 

&.±(DmmizX Bt-^-(b3>7^>^y7"-^^I>'^©S^^(C4^Mi:&-5KRBt» 
^ ^ iB^iSE<*:lc:JB^t- ^ ii i: t S o 

{3*sM$tife^-M«f:?'D »y ^ (KRB) ^ Rv^^mmmmm^m^ ^ ^ V iz^ 
mvTz^—mmrrj y ^ (krb) r^ti^^mm'^mti:m.m<D^-mmyx2 y >^ 

(KRB) ^mihLx. miiivrzmm'^mtiim.m(D^-mmy'ti^y^ (krb) 
(Dm.-^mmiz^-oxm^n^v^^^mmm^—^m^^xmmmi'^izn-r^^my'— 
^ om-^ibmm^mn't ^mmt-t ^ ^ tiz ^ ^ ^ «t Difbv>dp-t 
>iy®Bt-^'fbs ^mi^mm^n^o 

mz. ±m(D^o\zvxmu^tirz^yy'>yy'—'S^^. mmmi^ti^^BEmm 

^mhhrz^v= ^ T^ — ^^^-t^KRB(D^^-i^B> (mf^ : Generation) ^ 
Wi^^a^to gB^^#:±©^n>7^>'y5^-t5'lc:M/^v-r-SKRBO>'s*-e^3> (It 
: Generation) {i^ -g^l^iSBUxeCT^— ^S'^S^ T-f ;^^3*5b*nrv^^o 
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(Dot>. ±iB®yN--s^3> (Itf^ : Generation) ©^SSjto^ ©:&^o(ts Zti 

MLfc:^-sif:^D>y^ (KRB) f^ifi^^ n^Mm^>^yy(Dis§^mmm^ 

-(DJ^~-i^B>t-^T^=^~~mmyti^y^ (KRB) ^^tbbT. ^mLtz^ 
-Wmyuy^ (KRB) ®^^^I!La{3i:oTfte,tiSHt^^Sffii^^^^V>T 

-i^3>$:J^o^-M|lfrD.^/7 (KRB) ffl ^ tlT ^^i^ t *5 V^T. ^ 

mmmmzT^^:^Ltcmiz. ^t)§TVl^^~-:&M&^mmzi^mL. urn -. 

iB^^<*:{3*SM^ ^IT V> S^K R B J; ^) <feff L V^ K R B ^^olB^W^^gfi, 

n60MS{c:j:oT. HB^s^^M^c^ii:-^i:"^tf^,,,^KRBA^^Slfl$^^. "^r^ 

©KRB(3j;D^itl^tl^p<5^^7':¥~^MV^T7=-^*SBt^^b$nTi3^$tL 

«A^e>. rztx.umm^ifim^:^ntz(Difitx<b^<. ^^t^i^mmmmz^ 

^^i^TV^§KRBA^*V^^,OT-^ofc^bTt. i^t3iB^S^^g{3;|§|ii5 $ tl 
r^^;feKRB*s*^^^,®^^^;^^^^-^^^ ^- ^ A^IB^ ^ -5 ^fz ttff bi.^ K 
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^'^mis^^^y'-'^cD^iEu imi^mmcomiz^i-^) mm^^m'^i^m±°jm-^ 

m^f^it^tiyxmmhtzi^. KRB\z^':,xmm-^ti^m^mmm^-it. 
t.rz. ±M<Dmmm^z:^l^x^t. mmmi^t^i 9 2 omEmm^^mi 9 1 0 

iz mm ^ tifzf^}kXtimmi$^(DT O C (Table of Contents if JzTi^-fe;^^^!^ 

t-^-Mif>^D ^. (KRB) (Dwm^'&m^^'^ j^z>izmm\^rzi^. mmmm^ 
b < itn^mmi)^nt>ti^m}kx$^umi^izT^-\z:;^ir^miZs =^r-Mff^D 
(KRB) (Dmmmm^nv xoizmm\^xi>j:\^^o . 

msE.^n^m^(om i (D^&mn^mmommiz'D\,^x . m 2 5;atjfE 2 ecoyu 
—^^'-h^0^ml.xmm•r^o 

A(Dmmiz-o\,\xm.m-t^. ^cx-ti^ 0 icia^ii^fe^i 0 o^^^ni^b-rittB^ 
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2 5 0 l^Ci5l^-ts Xa^til/Y 1 2 0{i. ^<D^^ iPS^ )Vzi>^ysy:^^j^^^ 
X5^«> 7-2502 {3jiitf„ 

;^^'^rS 2 5 0 2l?(i. AtB^^Jl/Fl 2 0{i. ^m\.tzy^ ^ 

2 0^5^«b;t3>5->«^^Hg^^b^tlTV^)&l^:^^ (^J^fi, ±M©DTCP 
t:mm^riz.Jf:^C<D:::i>y^yytK Xlii:fj 1 X F I 2 0 izm^^ tifcm-^) iz 

=^ i^-Mmmm tVXCDZiry h(DEMI (Encryption Mode . Indicator ) ^ 
^^T^,.^§o EMI A^'O OB (B{i. ^<Dm<Dmi^ 2 M^X ^ :S> Z t ^m^) X $> 
^m^ii. ='>^>yA^3tf-7»;~®sfe0(Copy-freeIy)-T?fe§Ci:^^L. E 
MIi^0 1Bx$>^m^izit. zjy^y^^jtK ^txi^±o:3e-^-r§ci::6s-e 
t^V^^,®(No-mo^e-copies)T'$>^;li:^^f o ^^{3. E M I 1 0 B "C-^'i 
=^>:^>ytK l^^c{t=7tf-LTAv^^,(^)•(Copy-one-gene^ation)T♦fe 

tiT t O (Copy-never)-^ ^ C: 
IBi^S^^g 1 0 0<DXm:fjlXF 1 2 Olc^l&^ti^M^t^EMI 
® E M I ds, Copy-f reely-^Copy-one-generation-e ^^t^izit< =!>y->y 

Jiritf-pTtg^^S^ijaj^^nSo EMI^. Wo-iDore-copies^Copy-nev 

;^^^7-S 2 5 0 2 {c4^V^-t. > ^ A^n t:^ qj^g-^ tlfe^ 

^x>yrS 2 5 0 3-S 2 5 0 4 $;^:^u/rLT. iB^^S:^i|^T^^ „ fig 

;^5^>vrS 2 5 0 2^3i;v^T. =1 > Jb^rn e-qJtgT-ag, § il^fij^^ 
nfc^^. >^5^>yrS 2 5 0 3{3M5^*. Ji^T^ :^7^>3^rS 2 5 0 3~S 2 5 0 4 
^3^H^Ts S2 AO:^5^.;,rS 2 0 2. S 2 0 3 ^Z43(:^:|,M J: |5l^i®MSA^=ff 
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s&©T-2fe?5s y' ^ i^'Sf )i'n>y^yyi^tiU^ti^^^lzii^ ^ © -f ^5? ;i/ n > 
y'yytt^iz. EMI. E&§VN{i. EM I 3 tf-0i^)t^^^^-rt*^ 

im^it. D T CP{c:j3{t^ embedded CCI:^Ji*) *blB^^n^o 

— ISe^JtJi. Copy-One-Generation^ft^'fi$g{i. ^niii±(Dzi — 
B^^'^cv^d;^^ No-more-copiest^J^^ tiTIB^^ tii) o 

i/¥ 14 0 \zmm-^n^ x\ht5i/¥ i 4 0 T.v^y-rs 2511 {z^ 

^OTirU^ziy^yy^^mi^. r S 2 5 1 2 Idjii^^v ^ft b;t 

-y r S 2 5 1 2 O^J^MSfi. 1^J^(^. AtB;^ I /F 14 0 
x'i' D ti^.a XMacrovision)^-^-^. G GM S - A(Copy Gener 
ation Management Systeiii-Analog)M-^A5^^tl'S*»if -5 3J)^{3^t3VNT=ff fcti-So 

y-fXii^Sc^J:^*!:^-^^*^)!?. dtiA^. AtB:tf I /F 1 4 0 r-^fS Ufeffi-^f3 

mx.^t. cGus-Am^\±s ^^i^^)^^m^(D^\^—mmzm\^^n 

^CGMSit-^^. T:J-D^^«-^®3 l^-MJzjgffi bfca-^T% ziy^ry^i^ 
u tr — 7 <2)*>0(Copy-freely). 1 tf- bT^V^ ® (Copy-one-gen 

eration). ^fcfin l:^ — *s^±^ tit V^ ^ ©(Copy -never)© -5 "^©V^'^tl'^^ 

tie^T. CGMS-AM-^;b^ AtB:t» I/F 1 4 0T?SMbfe«-^t3#^tt. 
:;6=>o, ^© C GM S — Ait-^;6^ Copy-freely-^Copy-one-generation^^ UT V^ 

GMS-A^-^As, Copy-neve^^^LTV^Sm-^^-{*^ :r:^n i^n > '^{i. 
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^titzm^. ;^5^y7-S 2 5 1 3;5MS 2 5 1 6^:;^^»,rLT. SB^M^H 

tm^:^nrzm^. x^^^^s 2 5 1 3izm^. ur. xy^yrs 2 5 1 3nm 

S 2 5 1 etz^VNT. lI2B©;;^5^^>rs 2 2 275MS 2 2 5 iz^^-^ :S>mmtm 

«c4b\ Aai:<Jl/F 1 4 0T^«LfeT:^D^ft^{3. C G M S - A«-^;6^^ 

GMS-AM^^fe. mmmmz%^m^t\.^. C©Pf. -^a^JtcJi. Copy-One-een 
eration^^-r«$g{i. ^ tiW±® t-^l^^ f^vvj; a . No-more-copies ^3^^ 
^n-CIB^i^^n^c fcj^L^ i^:^5-AK::fev>-t^A« rcopy-one-generation©n 
l^-^J»ti^tt. No-iiiore-copiesfc^i^-^-rK:i3^-ri.As, No-more-copies J: L 

^MSA^Tton^o 112 6 A©Ms^;Iov^Tg^JBJ1-;5„ mm\z^ I^y^yrs 2 6 

0 K S 2 6 0 2 {3^V^•t. 113A©7^5^yrS3 0 U S 3 0 2 l3:}3{:^i,^a 

i^^JVZiy^^^ylt. J^Xl 1 O^^VX. Atti^I/F 1 2 0lzmm^n:h. 
xmtii/F 1 2 Ott. y^y-yy-s 2 6 0 3{3*JV>r. ^CltC^i^^n^T^^ 
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imo^'ti-ummmifi^t^ix^m^. u^x^ :nyy-yy(DnmmiZs dtc 

Pcommzhtzii^'oX. EM I Asf3M^tifcJ®-&l::{i. -ecEMI (sB^^ti;fe 
E M I (Recorded EMI) ) ib^^ Copy-free 1 yT? $> i: ^ ziyy^yyit^ ^X 

=J § i:fl^^ti^e EMI;6^ No-more-cop i esT- § 

>Sc*3\ — ^fl<Jl3{i^ IB^^tifeEM I Copy-one-generation^Copy-nevert? 
afe-S iiii^i^o Copy-one-generation© E M I {iHB0B# No-more-cop ieslc^ife 
^tls t/fes Copy-never©EM I 5£Jto5^^ i^^^Vrj >7^>'>'{d:, l3^*|£#:{3gB 
^^tl55:^^A^^■Ca&§o fefe'Ux i^;^5^A^3^;^/^TM;l{^ rcopy-one-generatio 
n©r2 tf — $!J^tt^(*N No-more-copies{3^JS'&-ri3iB^1"S No-more-copie 

rs 2 6 0 3 ^3^5V^-t. > 7^ iy n \^~a!mtii<h (DX$> ^ t 

mM^tircm-^.. :^y^y.^S 2 6 0 4(c:i(i^^i^. Aai;t» I/F 1 2 0{±. =^©7^^ 

^.tzs rs 2 6 0 3 ^3^5V^T^ -i>5^>\yA^ ^-C*3 t^— Rrtg;fii: ©-e 

^ V^ i:^J^$ tlfcJ^-^^ ::^y'yy'S 2 6 0 5izm^. XiHtl i X F i 2 0 it. m 

fiPt>. ^J^l^. ±3lzE©<fcd{c^ IB^^tlfcEMIAs. No-more-copiesT-a5SS 
(^b<{is AJ3*5V>T««Jx.{i rcopy-one-generation©:3 If— $iJ^lt#B 

its No-more-copiest^J^-frt't-SB^-rs No-more-copies LT^ ^ j 

;^/A^^*i6e>tl-rv^T. ^©^i1^T-eiB^$n;feEM I ^^Copy-one-generat 

^(Dtzisbs Xlhill/Y 12Qits DT CP©^'l§K:bfe>bH^, IB^©^Mil 
©F^T'^,iE$fflS{c:fTV%. ffi^3bSiE^:fe^g-^2feS«'^ (CClT-fi. DTCP© 
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2 6 1 4ti5VAT. m3B(DXy^^yrS 3 2 1 7J?g S 3 2 4 fc*5(t M h |Sia 

(DrnmifiniDti^o irtatD^. m^it^yy^y^ycDm^tHL. m-^mm. mpe 
>^>yi^^Mim<Dn\^^Mm^mm^-oLj:izsEm^tixi.^tj^i.^m'^izit. ■ 

fCopy-one-generation(Z)r7 t^-«iJ|S|itt^fi^ No-more-c 
ovies\z^m^-r\zUU-r^i^. No-more-copies i: brae j v> ^ 
^.tlTV^T< ^(O^^Txmm^ntzEMl tf-fgiJ«|gAscopy-one-gen 

C G M S - Asgg^^ ^© C G M S - AS. Copy-f reel 

CGMS-A«-^^, Copy-neverl?a5§^^iz{i, r7>7^>v;/{i^ ^7!:3tf 
- artg;^: t © 5& i: i^J^ ^ #1 S o 

7-S 2 6 1 5^343^^T. 3>7^>>;;;6S, ^"C' 3 tf- WtgT'^ S ilflj^^ 
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43J^^tife:@-^v y rs 2 6 1 7 \zm9i^. Xmij I /T 1 4 0 {i^ Ti-a^ 

iPt.> ^f?^}^. ±3S&©<k5(3. IBl^^tlfeEM I ^CDiil^-$iJ^®ti$g/6^ No-m 
ore-copiesT"fe (^)t<{ix X A (3 43 V ^ T f [| 1" Copy-one -general 

ionon tf— $!j^«$R{d:s No-more-copies{::^^^i--ri::BB^-r -2) No-more-cop 

^©13 if-^JIigjti^Ascopy-one-generation-e^?):^'^) tcfi. ^Vt^ ^ 

Z(Dtzisbs xmt}! XF 1 4 Oits T-ru^ziyy-yv\z. myL\-^. v^ntf 
i^aVM-^-^s Copy-never^^f C GM S - AM-^^^SP LT^ i±S;^ 1" ^ o 

BB^^tlfcCGMS-AM-^A^ Copy-never-C'^ 

G.MS - A«-^^Copy-nevert3^HbTs n ti^n > ii i: <fe tz. -^gpiz: 
© V -f D :3 > t: a. - ^ 7* D ^ A ^ ^ fr ^ -e- ^ CI J: 13 J; 13 d =^ ^ t- c 
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^ 2 7 0 5-^ROM2 7 0 3 iZ^lsbmm\.X^ < Z tifiX' ^ :i> o afe;S^^^i. 
^'^A{i7D.;;tr^5^Y;^^. C D - R O M(Compact Disc Read Only Memory), 
M O (Magneto optical DVD(Digital Versatile Disc). mMy" ^ :^ 

m(DXJL^m-kl^\.X. :2y\^=^^^xzmmiX^m\.tzy). LAN(Local Area 
Network), > ^ y h i: o h -7- ^ LT. Z2y}^,u~-^i,zmm 

«gg2 7 0 8T"gMt. tHmr^^\~}^y'^ xi' 2 7 0 5 ic:^>:;^ h-^W^^C" 

^y^^-'^it^ GPU(Central Processing Unit) 2 7 0 2 bTV^:S„ - 

CPU 2.7 0 2iZ(t^ j^:^2 7 0 1 ^^LT. Xtiitf ^ > ^ 7 ^ 2 7 1 1 
«^^tlT*5Ds CPU 2 7 0 2{i. AtB:^>^>^S'7a:-^2 7 1 O^^LT. 
tftJ;oT. ^-'i?-K-^v^;;:^^T-^j^^tl^A;'7a5 2 7 0 7 *^'Jlf'^^ti 
^^hlZj^^D^^ifiXtl^^n^t. ^tHzvrzifi^X. ROM(Read Only Memor 
y)7 0 3 ^r^&a$tLTV^^7•D^'5AS^fT■r•5o • 

CPU 2 7 0 2{i. ^N-K7^^Xt^ 2 7 0 5ic;^M^tlTVA:5rD 
^^A. ^M«L<tt4^y hr7-^;5.e,^^^tl. ii«gP2 7 0 S-eM^IXT 
/N-KT^-f ;;^^ 2 7 0 5 13^>>^ h^;i,^nfe7-D^7A. *fe{iK^^^2 7 
0 9J3^«.$tifeUA-^t^;H3^i«^2 7 1 0 ii^ ^m^m^ tiX^^- }^ ^ x 
^ 2 7 0 5 iz^ >X N-;b^tl7ferD^-^A&. RAM(Random Access Memory) 
2 7 0 4tCD^ KbT^^ft--5o 

ctitZckD. cpu 2 7 0 2tt. ±Mi.rcya-^^^}^izvrzitfi-^tcmm. 
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7 1 l^^LT. L CD (Liquid Crystal Display)-^ t^ — ;b^-e^i^^ ti?. ttS 

^3HB^bfe#flF^5{<©lgffl©ffl^#@5-r^§•^■^^o ■ 

• H^^^Dy^ (KRB) ?£gB^^i*:l3*&i^Rr«fei:-rsi:i:*,l3. «if®^-M^ 
y^D^^/<:7 (KRB) ^IRDitlbT. IBiiB^^mrtO^ ^ U ^ C J: ^pj 

Hfi^. mm^imtj:mm<D=^-m.myrny^ (krb) ^^mi^x. ^ommKR 
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60 



^>y(D^'^ihizm\.^rzm^i^;>^y^^T^--^mmLrz^'-mm^uy^ (kr 
mi^^Tzm^^bi^-^^ti^o 

J: rfr 3 >® K R B ^^lEJfe;^^^ y Lt Igff f-^ i: {3 

<i:.D> ^0^{±, jE^^d^^^®^^^A^]|l#RItl55^«fb^^/t-S^^>OKRB*^e>gj^ 

ft $ § - a ^ < ^-^^b n > 7^ > «y § 13^^^.^ {3 t- § *J qj #g a: 

RBtmm^ti^ctiztj,t>.. ^fzy^.-^mBm^ti^mzit. ^omj^xmrn ■ 
^^^mtEmmi^t?^mT^mmoKRBiz^^^tii^ti^^y'^T^^:^m 

-T<fe*<. ^e>d*bi?)tB^^f^{C*S^^tlTV>i>KRB*s^VN^CDT-$)ofei: U 
Tts 7^~^*^I3^^n-5P^(c:ttif UV^KRB;{)S^fotL. B^^-fb n > 7== > j; 

t^mi^th. BBM^^;^3^&iM$nTV^^±KRBi:b^,«fUV^KRB*J*■^|B 
^B^^tta. :^>5^>^;'5-~^SHB^L)&:V^:®^r•%. ^ b V^ K R B :£i3fi^^ 
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am-^ix ^mzit. ^<DmjkX'mmnsE.mm. t. mmi^ii^tmm r ^ ««f © k r b 
X. fzt^mmt^i^t^mm^tirc^cDi^tx'b^ <. ^^i!pi:.&mmimmz^m^ 

tlT V^ }fe KR B 75S^.V^ i) OX^ ^ tz t l^X . 9^-^ ifiMm ^tl^mAZ (±|lf b V^ 
KRB j?)^-^fon-5RJtg*S*s^< ^^ii^T^-^ <D^±^^ X < t ^ t 

K R B t:mmn^mmm^mmi=!^±i)^^m^T^mmx}ib:h(Dx. mmmW^ 

IB^^S gpi^ -r -5 d i: # Bitg t >S: -5 o 
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»iii^rzm^mmm^-^mm\.xmmmmzM-t:bi^my'~^(D^^itmm^ 

2. mmm^mmm^-it. mmommtim'^mizttmtji^x-^^-^-^ mmm 
mmmizm:^(Dy^j^^x^-. mmpmizmmizm^^ti:b;^y'^T^~(D},^T 

3. mmmmmmmmit. :^^iz. mmmmzi^m^tirz^-mmyuy^, -r 
^'^'^-Mm-^rrjyi^mmmmz^mmx^^m^iz^i.^Xs mummzM-r 
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^-Mir^n y ^(Dn^^mmiz^y). ms&wm y - Y ^-^mn-^ ^ iL h 'biz.. 

6. Hui3Bt-#Mffi^-{±. m'^mmii\.x<DJ^-i^3>mmi^njit^niif^nrz 

7 . mmmi^ii^^mm^m^-r^mmw^mmizm^x. 

mmmmi^f>z^m^nrzfi^^7'-^<Dm.-^mm{zi5\,^x. tmmmz^m^ 
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1^ m f# L ;t M ff y - K ^ - f:: S V > T lu 13 Bt jffl S ffl ^ - § # itJ -r ^ « ^ S * -r 
^ c i: § h 1- § 11^ ©IgHM 7 ]li3flg©ti^S^^Mo 

1 2. «^oM>&:§M$SI3^^g*U-7^;L;fc|i§My y-:^3i§am^-5^y 
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m^ss#®pi^ u i3*s«rtbfe^-M^>^n y^x^^\ mmm(D^^mmy'u 

1 4. Bui3ti^iBM:Sr^i3*5VA-rs 



wo 01/99332 




PCT/JPOl/05326 



56 

mimthx^y 7•^z^l^T^£B vrz^-mm^a y^(o'^^%,m\z J: oTBf ^ 
.18. Bfif3^ilc©:^-Mif:rD y ^cr)#^(i, 1t{-^tS^i: bTCD^\'-i^3 >#-^ 
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* * -r c 2^ >^ # m i: 1- =J > ^ - ^ r D ^ ^ A o 
MHai^ai;^7^^y r^::43V^t:tt^±J Ufc=¥~Mif^ci y ^J'O^-^^atc J:oTHt-# 

^^\^rzm^mmps^-^m\^^xn'&ummz^m^tirzi5^^7'^-$^(DW.-^mm 
^ * -r ^ c i: s gs: -r i> =1 > t: i - r P <7 ^ A o 



wo 01/99332 



PCT/JPOl/05326 



58 



2 2. mmmmmm^mit. Bmpmiz^m^nrc^-mmyrj Rv^mm 

^ U J3^^.^Bfi§3gif©^-^^7D ^®«^?i55*^^il$^=ff f i^^Bg^Wt- 
2 3. BulBMffMai^^tts fB0^#:{c^jW^n?fe^-M^^D^;/^i4.(c:, ^13 

^>tL^Bt^MM + -$ffl^,^TgB^^#{3^-r^^§||^7^-^©^^Yb^S*^ff 
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i^^ft L Hif ^ - ^ - 1- s ■:5 -r BuSBBt-^^sffl =^ - % J? m f ^ ^fig ^ * -r 

CI i: 2RFtl!t i: -r ^ WSR©® 2 1 ]@S3^® ft^lB^^ffio 

fe«fiKT'a5§:n i:^!|f mJi-ri)ii^®lBSI^2 l :^iB«4 0t«#giB^^Eo • 
2 8. IB^^#*^StifR*S^t-^ff^S^^gt43V^Tv 

b T ^fig ^ n § Mif r o «y ^ ^ -r -5 p< ^ ^® . 

BulBm^SS^^gliil^^bfcBuiBy- H^-X{iU-7:3p— fD{i>:^ < h*)V>-r 
$ n Bg-^ 7^ - ^ ® m-^^aS ffi V^ Bt -^^Sffl ^ - © ^ aims ^ ^=fT b s 

M^tBbfeBg-^msfflip-?^^^ b"ciB^iti*:ic*&i^$ttfcB&-^5^-^©m-%^a. 
a ^ n fr -r -5 ^-^^s ii ^ 

tt$g||^^gg#©^t^S^-MlJf::^p y <!7i;©^t-i^3 >J:biJ<$^^Tb. ff/\' 

:r □ «;/ ^ T- t) ^ ^ff /N"- 3 > © ^-H^ D y <^ m^mmm^^^m-^ ^ 
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3 0. mmmmmm^mit. mmmmzmm^nrz^-mm^m y^f^iz. mm 
31. tuHBBif^M^^{i. mEmmmmz^m^tircs^^y^-^co^^^^^i;^ 

n^mmizmmcD^^u:^^^. mmmmzmmizs^^^ti^,(y^^ t^^^o^. 

<^'^^''^tii^>^^ts^-izj,ijm^ibvrz^-Mm^a^y^^Bi^i,ii^^^^ 
^i^EM^fy-h'^-xm^immLtzm^mmm^-^^mv. 
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IDi f# L H if ^ - h* ^ - {3 S on ^ T Hu 13 ^ S ffl ^ - ^ # ttS f -5 a M ^ * ^ 

3 5. m.m.0mti^ ^bmmt^mmm^ V - y t i^t^mm -mm^m^-t ^ 

3 6. mmwmmmy.y'yrit. $^{3. smmmzmm^titz^-w^-yu 

m(D^~-m.§iyti ^y -^tK mummz^mvrz^~mmy'n^y -^-x:$iy)^ mmm 
(D^-m.my'u ^y ^ifimmmm5iitn^mm^M(D^'i u iz^mm-^$>^m^.iz 

^ (om^ji^mm^mn-t ^y.y^ y y^^tsci t^n^W-ii^ ^mmommm s 5 

3 7. mmwmmmy.y'yrits $?>c. tmmm^mm^tifz^-wmy^ y 

^^iz^ ^iB^^^#: iz f\.tz}^<D-zi y y-y — ^ <D Bt-^-Yb \z^m.m^f\.'r. 
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3 8. ^^<^mt,^^mmmmm^v-yt\.rzmmyv-m^^i^^T^^y 
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